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Abstract: 

The Mobile Ad-hoc Networks are part  of today’s revolution in technology. Secured transmission and communication in MANET is a 

major challenge because MANET is open to many types of attacks. In existing system presented a solution to defend the OLSR 

protocol from node isolation attack by employing the same by the attack itself. It eliminates the disadvantage of Distance sequence 

Distance Vector (DSDV) routing protocols by means of Mult i Point Relays (MPR) flooding technique which reduces the topology 

broadcast packets. It consists of two types of control message for establishing communication between nodes: Hello message an d 

Topology Control (TC) message. This paper proposed security in OLSR by means an enhanced OLSR called Secure Replay OLSR 

(SR-OLSR), which uses DCFM mechanis m to prevent the node isolation attacks and also addresses wormhole, b lackhole and 

greyhole attacks and thereby increase the overall security of the routing protocol. The proposed SR-OLSR protocol was ab le to detect 

various attacks and mitigate the same without affecting the Quality of Service (QoS).  
 

Keywords: SROLSR, worm hole, b lack hole attack, mobile ad hoc network, OLSR protocol, routing protocol, node isolation attack, 

DCFM. 
 

1. INTRODUCTION 
 

The Mobile Ad-hoc Networks (MANETs) are part of today’s 

revolution in mobile communication technology. MANETs are 

group of wireless devices/nodes that communicate by 

dispatching packets to others or on behalf of another 

device/node, without a central network authority/infrastructure 

controlling data routing. In  MANETs, each node acts as 

router/network manager for other nodes. MANETs are 

vulnerable due to their basic characteristics which include 

topological changes, no central point of network management, 

restriction of resources, no certifiable or centralized authority, 

etc. Security flaws in MANETs causes a serious issue as they 

are targeted by attacks includ ing Flooding attack, Wormho le 

attack, Blackhole attack, Denial of Serv ice (DoS), Selfish-node 

misbehaving, routing table overflow attack, Impersonation 

attack, etc. Earlier studies reveal that different attack categories 

on MANETs like Passive/Active attacks, Internal/External 

attacks and Routing and Packet Forwarding attacks. Some of the 

attacks aim at single nodes and others aim at  multiple nodes. 

Malicious and selfish nodes are other types of attack which 

severely degrade the security and performance of the network.  

Threats to personal, company privacy and assets by attacks upon 

networks and computers continue in spite of effo rts of network 

administrators and IT vendors to safeguard their environments. 

  
 

Figure.1. Types of   Attacks 

The primary challenge in build ing a MANET is equipping each 

device to infinitely maintain the informat ion required to properly 

route traffic. Such networks may operate by themselves or may 

be connected to the larger Internet. [20] Distributed Denial-of-

service attack (DDos attack) is an attempt to create a machine or 

network resource unavailable to its intended users. [19]. OLSR 

uses IP address as the identifier of network nodes. As OLSR is 

designed to operate on nodes with multip le communication 

interfaces, a node must choose one IP address that is its main 

address. OLSR which is based on the classical link-state 

algorithm, the state is maintained by keeping a variety of 

databases. These information repositories are updated on receipt 

of control messages and the information stored is used to 

generate such messages. MANET is vulnerable to various 

security threats, and it is particularly susceptible to the DDoS 

attack. [4].  Distributed denial of Service attacks usually happens 

in MANETS or in wireless networks. It is an attack where 

multip le systems comprised together and target a single system 

producing a denial of service (DoS). The target node is flooded 

with the data packets that organization shutdowns, thereby 

denying service to legit imate users. The services  under attack are 

those of the “primary  victim”, while the cooperated systems 

used to eject the attack are often called the “secondary victims.” 

[1]Current MANETs are basically vulnerable to two different 

types of DDoS attacks:   

 

 Active DDoS attack  is an attack when disobedient 

node has to bear some energy costs in order to perform 

the threat   

 Passive DDoS attacks are mainly due to lack of 

collaboration with  the purpose of saving energy 

selfishly [14]. 

 

Nodes that make active DDoS attacks with the aim of damaging 

other nodes by causing network outage are considered as 

malevolent while nodes that make passive DDoS attacks with 

Vict im 
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the goal of saving battery life fo r their own communicat ions are 

considered to be selfish [13] [1].  

 
 

Figure.2. MANET Routing Protocols. 

 

 

1.1 ATTACK DETECTION METHODS IN MANET 

Attacks in MANET is classified into two  

a) Profile-based detection 

b) Specification-based detection 

 

A. Profile-based detection  

 

Profile-based exposure is also known as behavior-based 

exposure. Profile-based exposure defines a profile of normal 

behavior and classifies any deviation of that profile as an 

anomaly. The assumption of this type is that attacks are events 

distinguishable from normal legit imate use of system resources. 

Although this type of anomaly discoverer are able to spot novel 

attacks, they are prune to high false positive rate due to the 

difficulty of clear diagnosis between normal and abnormal 

activities and the use of insufficient or inadequate features to 

profile normal behaviors. [22].  

 

 B. S pecification-based detection  

 

Specification-based exposure defines a set of constraints that 

describe the correct operation of a program or protocol and 

monitors the execution of the program with respect to the 

defined constraints. It has been show that specification-based 

proficiency live up to their guarantee of detecting known as well 

as unknown attacks, while maintaining a very low rate o f false 

positives.  [1,17]. 

 

2. LITERATURE S URVEY 

 

A. DETECTION AND MITIGATION TECHNIQUES OF 

BLACK HOLE ATTACK IN MANET: AN 

OVERVIEW  

 

Jain, S., & Hemrajan i, N. describe the MANET features, 

applications and obligation of mobile ad hoc network also 

presents an overview and the study of the black hole attack and 

how to detect, mit igate in routing protocols . Black hole node 

sends fake RREP to a sender node that initiates route discovery, 

and receives data packets from the source node. Many Methods 

are described different solution for prevention and detection of 

black hole attack.  [1]. 

B. MITTIGATION OF JAMMING ATTACKS ON 

WIRELESS NETWORKS  

 

Dorus,R., & Vinoth. Proposed a mechanism for p reventing 

jamming attacks on wireless networks -examine the detection 

efficiency of jamming attack and communication overhead of 

the wireless network using proactive and reactive protocols. 

RSA algorithm is used for furnishing the data packets integrity 

informat ion during wireless transmission. Through simulation 

and performance analysis, the implemented prevention 

mechanis m and the integrity  preservation furnish higher packet 

delivery ratio  in  proactive routing protocol (eg:OLSR) than 

reactive routing protocol (eg:AODV). [2]. 

 

C. INTRUS ION DETECTION S YS TEM FOR POWER- 

AWARE OLSR 

 

 Dutta & Biswas proposed a specification based Intrusion 

Detection System (IDS) for the sleep deprivation torture attack. 

The performance of the propose algorithm is studied by Network 

Simulator (NS2) and efficacy, along with a comparison of 

existing system. It  focused at Sleep Deprivation Torture Attack 

on OLSR. Sleep deprivation attack is one of the most attractive 

attacks in layer 2 where the attacker tries to use a low energy 

node until all its energy is exhausted and the node goes into 

permanent sleep. This attack is also possible in routing level. In 

OLSR low energy node confess their status through willingness 

property of HELLO message. Using this informat ion an attacker 

node can choose that low energy node deliberately and forward 

all traffic through that node. [4].  

 

D. THE S ECURED OLSR PROTOCOL FOR MANET 

 

Selvi p resented a Secured OLSR framework consists of security 

module which provides the security with min imum overhead. 

The overhead is reduced by min imizing the number of 

Multipoint Relay nodes in the network and granting security for 

those selected nodes. The security is based on threshold 

cryptography technique. The threshold cryptography is to ensure 

security services by disposing the secret key shares and 

performing encryption with those shares of secrets. The 

destination could recover only if all the secret shares are not 

compromised. [5]. 

 

E. DETECTION AND PREVENTION ROUTING 

MISBEHAVIOR IN OLSR ROUTING 
 

Namdev proposed intrusion prevention system that protect the 

network through routing misbehavior as well as congestion 

attack or denial of service attack, here simulate the behavior of 

general OLSR routing , Un-trusted network and prevention 

system and prove the efficacy of the  IPS is  more secure, reliab le 

and increases data delivery ratio. A lso analyze the behavior of 

network through network simulator-2 and get results. [6]. 

 

F.  WORMHOLE ATTACK DETECTION AND 

PREVENTION TECHNIQUE IN MOBILE AD HOC 

NETWORKS: A REVIEW  
 

Akansha Shrivastava and Rajni Dubey proposed a mechanism 

for preventing wormhole attack in MANET. Security is the one 

of the major issue that exists in Mobile Ad hoc network. 
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Wormhole attack is one of the serious routing attacks on 

network layer. This paper focuses on the wormhole attack, its 

division and the modes by which they are launched. It 

summarizes various exposure techniques for wormhole attack 

and presents the effect of wormhole attack based on various 

performance parameters. [7]. 

 

3. EXISTING S YSTEM 

 

 Alsumayt, A., & Haggerty, J. in this paper they have presented 

a solution called DCFM whose function is to prevent a node 

isolation attack in which the attacker manipulates the victim into 

appointing the attacker as  a sole MPR, g iving the attacker 

control over the communication channel. Simulation shows that 

DCFM successfully prevents the attack, specifically in the 

realistic scenario in which all nodes in the network are mobile. 

In addition, it was discovered that as node population increases 

in density and size, the closer DCFM overhead is to OLSR. 

DCFM can function without real addit ional cost. [3]. 

 
Disadvantages of Existing System 

 

 It takes more time to identify fict itious node. The 

dynamic nature of network topology results in frequent path 

breaks and the random movement of nodes often lead to 

partition of the network.  

 

 An improved neighbor overhearing based Misbehavior 

detection approach has been proposed to identify misbehaving 

nodes in the network. 

 

4. PROPOS ED S YS TEM 

 

In this system, it propose an enhanced OLSR to improve 

security in OLSR by proposing an enhanced OLSR, Secure 

Replay OLSR (SR-OLSR), which specifically addresses 

wormhole attack, black hole and grey  hole  and increase the 

overall security of the routing protocol.  

 

 
  

Figure.3.Secure Replay OLS R Preventing the Attacks in 

MANET 

 

A route between two nodes can be broken due to        

intermediate nodes. In  addition, OLSR requires that all nodes   

selected as MPRs periodically advertise a TC message listing all 

nodes that have selected the sender as its MPR. These control 

messages are only broadcasted through the MPR super-network, 

decreasing overall network traffic. The Denial of Serv ice Free 

OLSR (DFOLSR), which modifies the MPR select ion process 

and adds two new control messages. Here too, corroboration 

messages are supplied by 2-hop neighbors, with the node 

receiving the maximum number of replies selected as MPR.  

 

 
Figure.4. Attack in the Network  

 

Proposed Mechanism 

 

We use DCFM mechanism with MPR to detect node isolation 

attacks and other attacks like worm hole, black hole, grey hole in 

our SR-OLSR protocol. 

 

DCFM METHOD WITH MPR S ELECTION PROCESS 

 

The first requirement of the proposed method is that each node 

will only use information available to it, without relying on any 

centralized or local trusted authority. Our technique does not 

actively verify the HELLO message; rather it checks its integrity  

by searching for contradictions between the HELLO message 

and the known topology. We allow for lone MPR nominations, 

provided that no contradictions are found. Even in the face of 

contradictions, an MPR can be nominated for all 2-hop 

neighbors for whom it is the sole access point. It cannot, 

however, be nominated as sole MPR for 2-hop neighbors that 

can be reached through other paths. Contradiction rules test 

whether the sender of HELLO message is trustworthy. There are 

three contradictions rules to check the sender is trustworthy are 

not. They are explained below. 

 

1. A victim must confirm that all nodes declared in the 

HELLO message of attacker must not be among the victim 1-

hop neighbors 
 

2. For each node in the HELLO message, check:          

A.  Presence of 1-hop neighbors not mentioned in  HELLO 

message 

B.   Also, they are located at-least 3-hop away from      

victim 

C.  If above conditions are satisfied then check whether 

the attacker the attacker has appointed any other MPR to cover 

those nodes 
 

3.  Victim must treat a HELLO message containing all the 

1-hop neighbors as an attack 

 First and second rules are used to identify contradiction any 

node violate these rules are treated as malicious. Th ird rule used 

as preventive measure. As DCFM rules, if there is no MPR 

employed by the attacker to cover the hop of the neighbors of 

victim then the malicious node are identify easily.  
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 MULTI-POINT RELAY S ELECTION 

 

Multi-Point Relays Selection is done in  such a way that all the 

two-hop-neighbors are nearby from the MPR in terms of radio 

range. The two-hop-neighbor set establish by the exchange of 

HELLO messages is used to compute the MPR set and the nodes 

signal their MPRs selections through the same mechanism.  

MPR calcu lation is based on willingness  declared by neighbors 

using Hello messages. Willingness is one of the areas in a Hello 

message, which specifies the willingness of a node to carry and 

forward traffic on behalf of other nodes. According to the 

standard OLSR, willingness may be fixed to integer value 

between 0 and 7. The willingness value of WILL_NEVER 

(integer value of 0) means that a node does not wish to carry 

traffic to  other nodes and it will not be involved in the MPR set. 

The willingness value of WILL_ALWAYS (integer value of 7) 

means that a node is willing or has resources to forward traffic 

to other nodes. Therefore, for the g iven node that the entire 

neighbor nodes with willingness equal to WILL_ALWAYS will 

always be included in the set of MPRs [15]. The aim of Multi-

Point Relays is to minimize the flooding of the network with 

broadcast packets by decreasing duplicate retransmission in the 

same region. Each node of the network selects the smallest set 

(MPRs) of neighbor nodes that can touch all of its symmetric 

two hop neighbors which may forward its messages.  Each  node 

in the network maintains an MPR selector set, which has 

selected this node as an MPR Our mechanism is for checking the 

presence of malicious node and identifying the fake link in the 

network. To attain our prototype, we require solitary 2-hop 

neighbors for generating 2-hop_ACK and return to its MPR 

node.  In our model we assumed that authentication has been 

applied to check the validity of the correct origin of every packet 

to halt from sending false 2-hop_ACK. Secondly, Our strategy 

requires that every MPR node should be aware of its 2 hop 

neighbors set orderly to distinguish between fake link and 

genuine link. The 2-hop_req, 2-hop_ACK and trust table of 

modified packets which are added with TC message in our 

scenario for the detection of attack.  

 

 2-HOP_req: The TC source node periodically broadcasts  

 

2-HOP_req control Packet to its neighbors along with TC 

Packet.  

 

2-hop_ACK: The 2-hop_ACK packet is needed to acknowledge 

the TC messages which are fully entertained by every  node’s 

two-hop neighbors.  

 

Trust table: Every node maintains its own trust table having 

initial value to be 0. It is comprises data related to its 2-hop and 

1-hop neighbors. 

 

The following modifications are made in the original OLSR 

protocol.  

 

1. When a node receive TC packet from MPR node then they 

look at  their routing table to check If MPR node is its 2-hop 

neighbors or not. 

If the source node or MPR node is considered to be its 2-hop 

neighbor, it sends back 2-hop_ACK to the MPR node else it 

does not generate any acknowledgement packet.  

2. If a  correctness of received 2-hop_ACK is verified from 2-

hop neighbors, it assumes that link is reliable and truly exists 

assuming that TC message is successfully received. It sets trust 

value to be 1. 

 

3. If the selected node is not have 2-hop neighbors then no 2-

hop_ACK packet is sent hence trust table value of link tuple is 0, 

node judges that it is forgery link or packets are dropped by 

selfish node. 

 

 
 

Figure.5. Detection of fictitious node using SR-OLSR 

 

 
Figure.6. Packets Transformation from S ource to 

Destination Using SR-OLSR 

 

4. The nodes in the network get aware about suspicious link in 

the topology and avoid that node to be its MPR.  

5. SR-OLSR same like OLSR protocol it uses DCFM 

mechanis ms to detect fictitious node and also it prevent worm 
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hole, black and grey hole attacks by sending the packets through 

MPR neighbors to its destination  and also it increases QOS  

when compared to OLSR . 

 

   Advantages of Proposed System 

 

 SR-OLSR has been found to be highly efficient in 

medium sized networks with low mobility.  

 

 Eliminating the necessary pre-condition for node 

isolation attack. 

 

 The network control overheads do not increase and the 

throughput remains the same as in network without any attack.                                           

To improve security in OLSR by proposing an   enhanced 

OLSR, Secure Replay  OLSR (SR-OLSR), which specifically 

addresses DoS, worm hole, grey hole attacks and it take less 

time to identify all attacks when it was compared with existing 

system. OLSR has been found to be highly efficient in medium 

sized networks with low mobility. It also eliminates the 

necessary pre-condition for node isolation attacks. The network 

control overheads do not increase and the throughput remains 

the same as in network without any attack. 

 

5. RES ULTS  

   

This section summarizes the experimental results obtained in the 

implementation of the system’s aspects , like fictious node, 

black hole , worm ho le  attacks, preventing these attacks by 

using  MPR in SR-OLSR which was implemented by using 

NS2. 

 

 
 

Figure.7. Display no. of neighbor nodes, Antenna setup 

 

 
 

 Figure.8.Wormhole attack is identified  

 

 
 

Figure.9. Black hole attack is identi fied  

 

 
 

Figure.10.final stage of Modified SR-OLSR without any 

attacks for packet transformation by using DCFM.  

 

TABLE.1 . S IMULATION PARAMETERS  

 

# Define options 

set val(chan)        Channel/WirelessChannel         ;# channel type 

set val(prop)        Propagation/TwoRayGround   ;# radio -

propagation model 

set val(netif)       Phy/WirelessPhy                      ;# network 

interface type 

set val(mac)         Mac/802_11                           ;# MAC type 

set val(ifq)         Queue/DropTail/PriQueue       ;# interface 

queue type 

set val(ll)          LL                                             ;# link layer type 

set val(ant)         Antenna/OmniAntenna          # antenna model 

set val(ifq len)      50                         ;                 # max packet in 

ifq  

set val(nn)          27                                       ;# number of 

mobilenodes 

set val(rp)          SR-OLSR                               # routing protocol 

set val(x)           700             ;# X dimension of 

topography 

set val(y)           500      ;# Y dimension of 

topography   

set val(stop)      20   ;# time of simulat ion end 

set sender           0             ;# Sender 

set receiver         9    ;# Receiver 

 

Packet delivery ratio from source node to destination is less  in 

OLSR routing protocol which was displayed in above Figure5.5.  
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Figure.11. Packet Delivery Ratio in OLSR 

 

       
 

Figure.12. Packet Delivery Ratio in SR-OLSR 

 

Figure 5.6 shows the Packet delivery ratio from source to 

destination node is high with proposed SR-OLSR. 

 

 
 

Figure.13.Delay in OLS R 

 

In OLSR the Delay  time is high for transmiting the packets from 

sender node to destination node it was displayed in figure5.7. In 

SR-OLSR delay time is less when compared with existing 

OLSR routing protocol which was displayed in above figure 5.8 

 

   
 

Figure.14. Delay in SR-OLSR 

The Throughput ratio in OLSR, SR-OLSR is shown in Figure 

5.9,5.10 

 
 

Figure.15. Throughput in OLSR 

 

In OLSR Throughput ratio is less which was displayed in the 

graph. 

 

 
 

Figure.16. Throughput in SR-OLSR 

 

In SR-OLSR the Throughput ratio is very high when it was 

compared with existing OLSR which was displayed in figure5.9. 

 

6. CONCLUS ION 

 

In this paper presented a solution protocol called Secure Replay 

OLSR (SR-OLSR) whose function is to prevent a node isolation 

attack in  which the attacker manipulates the victim into 

appointing the attacker as a sole MPR, g iving the attacker 

control over the communication channel. Also it strengthened 

the attack by giving the attacker the ability to follow the victim 

around. It also prevent the worm hole, b lack hole attacks. 

Simulation shows that it successfully prevents the attack, 

specifically in the realistic scenario in which all nodes in the 

network are mobile. In addition, it  was discovered that as node 

population increases in thickness and size, the closer DCFM 

overhead is to OLSR. Given that OLSR functions best in dense 

large networks, DCFM can function without real additional cost. 
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